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Testing

APicture’sWorth aThousandWords
How to create and use diagrams and maps 

to improve your testing by Elisabeth Hendrickson

Maps are a universal way of describ-
ing an area. You use them to plan your
route and find your destination. Just as
it’s a good idea to have a map when trav-
eling, it’s a good idea to have a picture of
the software you’re testing.

Software Maps
Imagine that it’s time to design tests for
the latest version of the software. You
have been given a fifty-three-page specifi-
cation that appears to be mostly boiler-
plate. It even still has sections that read
“[fill this in with your data structure].” 

It took the efforts of your manager
and three VPs to make the developer de-
liver it, so you know it’s as much infor-
mation as you’re going to get, at least in
writing. You’re supposed to decide how
you’ll test the software from the specifi-
cation so that when the software arrives
next week, already four weeks late, you’ll
be able to hit the ground running. 

The trouble is that you can’t make
heads or tails of the spec. In between
hand-waving generalities (“We’ll employ
an n-tier architecture”) are minute details
(“We’ll use the obj.foo1( ) method, not
obj.foo( )”). Neither type of information
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is helping you. The specification isn’t in
your language.

Sound familiar?
Just as Carlos should have sketched a

quick map to give the tourists directions,
we should sketch a map of the software
so we can understand what we’re sup-
posed to test. Pictures pack a great deal
of information into a small space. They
help us see connections that mere words
cannot. As with driving directions, when
trying to understand software, showing
is better than telling.

I protest! Why should I spend time
on reverse engineering?
Sometimes when I suggest to testers that
they create maps of the software, they
protest that I am asking them to do De-
velopment’s job. I see their point. In or-
der to create maps, you end up reverse
engineering the software.

However, as much as we might wish
that someone would give us all the infor-
mation we’d like, that rarely happens. If
you are in an organization where you can
count on comprehensive, up-to-date
project artifacts that tell you everything
you might want to know in order to test
the software, count your lucky stars.
You’re one of the few. I believe more or-
ganizations are doing more documenta-
tion now than a few years ago, but most
organizations still have out-of-date or in-
complete specifications.

Besides, the time we take to under-
stand the software is never wasted. It im-
proves our tests and may also improve
the organization’s understanding of the
software. That said, allow me to describe
how to create these maps, how to use
them, and the benefits you’re likely to re-
ceive from having spent time on them.

Styles of maps
There are numerous types of maps and
styles of notations that you might try.
UML, Unified Modeling Language, is
gaining widespread acceptance as a de
facto standard. However, long before
UML, the industry had flow charts, state
charts, data flow diagrams, entity-rela-
tionship diagrams, and a host of other
ways to represents various views of the
system under development.

We have many different kinds of dia-
grams, because any system can be seen
from a variety of perspectives. The user
sees something far different from what
the database designer sees. It’s valuable
to draw diagrams of the system from var-
ious perspectives to gain a better under-

standing of the whole.
The diagrams in this article are repre-

sented in a UML-ish notation, but do not
adhere rigidly to the UML specification.
My goal here is to get you interested in
diagramming your system and using
those diagrams to improve your testing,
rather than in teaching a particular nota-
tion. In general, I think it’s a good idea to
be aware of different notations, but I
caution you not to be obsessed with
making your diagram “right.” I think it’s
much more important to ensure that
your pictures are useful than to worry
about getting the notation right.

Looking at the Parts
The first kind of diagram I usually draw
shows the pieces and parts of the sys-
tem and how they connect. I draw a pic-
ture that includes interfaces, processes,
files, databases, and connections. In 
UML, this is called 
a Deployment Dia-
gram. I’ve heard oth-
ers call them architec-
tural diagrams, block
diagrams, and parts
maps. Whatever you
call them, the point of
these pictures is to lay
out all the pieces and
parts of the system.
For the purposes of
this article, I’m refer-
ring to these diagrams
as “parts maps.”

I start with what I
know. For example, if
the specification talks
about a client piece,

you can be pretty sure there’s a server
piece somewhere. So my picture will start
out looking like Figure 1.

Pretty simple, but already tests are
popping to mind. What if the Server goes
down? What happens if the network
fails? What if the Client is dialing in over
a 28.8 modem?

Then I go through the specification
and other resources looking for anything
I can add to my picture. Maybe the spe-
cification talks about a database. Maybe
there’s a configuration file that deter-
mines how the server behaves. I’ll add
them in, giving me a diagram like the one
in Figure 2.

After scouring all the documentation
and experimenting with the software un-
der test, my map is usually much more
detailed. For example, a typical n-tier
Web application might look something
like Figure 3.

28 STQE SEPTEMBER/OCTOBER 2002 www.stqemagazine.com

Browser

Web-based
Interface

HTTP Server Proprietary
Server

Database

GUI Interface

Local
Repository

Management
Reports

Command Line
Import /Export

Data File

Config

Figure 3: Parts map for a typical n-tier Web application
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Using your parts map
Your parts map is helpful in numerous
testing activities, including interviewing
developers, planning the test lab, and
planning the tests.

Interviewing Developers Sketching a
parts map gives you a basis for discussing
the software that will be delivered to
you. Now interview the developer:

■ Is my diagram correct, at least as far as
it goes?

■ What’s missing?

■ What parts of the software are you re-
sponsible for?

■ Who is responsible for the other
pieces?

■ How does this part of the software
talk to that part?

The answers developers provide will lead
to improvements and additions in the di-
agram, as well as a better overall under-
standing of the software you’re testing.

Planning the Test Lab The parts map
also allows you to think about configura-
tion testing. Will all the processes be on
one machine, or will you have to test in
different server farm configurations? Will
you have to test different combinations
of operating systems and supporting soft-
ware such as HTTP servers? You can cre-
ate configuration tables with each ele-
ment of the deployment diagram, as
shown in Figure 4.

Then you can discuss whether you
need to test every combination (in Figure
4, twenty-seven configurations), or
whether it is sufficient to test every Client
OS, Server OS, and Database without
worrying about combinations. (The an-
swer depends on how your software
works. The point isn’t to come up with
an answer independently, but to be able
to frame the questions.)

You can also discuss how you’ll set up
the test environment:

■ How many servers will I need to set
this up in the lab?

■ Do you have a server running now in
development that I could see?

■ What operating systems does the client
support?

In other words, the parts map allows you
to lay out all the parts of the system on
the table so you can analyze the relation-
ships between them and determine the
best testing strategy. 

Planning Tests In addition to thinking
about configurations for testing, your
parts map helps you think about types of
tests. 

Anywhere you see a process, such as a
server, consider these tests:

■ Stop the process, preferably while it’s
in the middle of reading or writing data.

■ Shut down the machine running the
process.

■ Run another program on the machine
to hog all the CPU and memory.

Anywhere you see a file, consider making
that file

■ in a path with a very long name (>255
chars)

■ on a hard drive with little or no disk
space

■ on a write-protected location such as a
locked diskette

■ with no read or write permissions

■ present if it shouldn’t be

■ missing if it should be there

■ locked by another process

■ in the wrong format

■ huge

■ zero-length

■ corrupted

For all network connections, consider
these tests:

■ Disconnect the network.

■ Insert a firewall with maximum para-
noid settings.

■ Slow the connection down (for exam-
ple, by using a 28.8 modem to connect).

Your diagram will also show you various
interfaces into the system. When working
with software with a graphical user inter-
face (GUI), it’s easy to fixate on that one
entry point into the system. There may
be other interfaces, such as command
line utilities to import and export data. If
you discover multiple paths for data to
enter the system, find out what happens
when bad data sneaks in through a back
door. Find ways to do the following:

■ Enter out-of-bounds or incorrect data.

■ View invalid data through all the inter-
faces.

Consider the case where an import utility
allows bad data into the system that the
GUI rejects. When you run reports, how
is that invalid data displayed? What hap-
pens if you edit the invalid data in the
GUI?

A note on expected results: Many of
the tests that I suggest here are negative
tests. I expect them to fail. For example,
if you delete a required file, I don’t expect
the software to proceed merrily as
though nothing is amiss. I’m looking for
the software to handle error conditions
gracefully. If the user sees an error mes-
sage, that error message should contain
information that tells the user what’s
happening and why, and preferably what
they can do about it.

The Software in Action
Having drawn a parts map, we have a
picture of all the parts of the software.
We don’t have a picture of how those
parts behave. We don’t know what a

CL IENT OS SERVER OS DATABASE

Windows 98 Sun Solaris Sybase

Windows ME Microsoft Windows XP Professional MS SQL Server

XP Microsoft Windows 2000 Advanced Server Oracle

Figure 4: Sample configuration table
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transaction with the server looks like.
We don’t know if there are modes we
need to worry about in the user inter-
face. If we want to understand both
what’s in it and how it works, we really
need to draw pictures of the software
from both perspectives: parts and be-
havior.

Flow charts
Flow charts show the logical steps that a
program goes through, including deci-
sion points and activities. You can rep-
resent flow charts in a variety of ways.
In UML, these are activity diagrams.
Figure 5 shows a flow chart for a typical
installer.

More tests start popping to mind.
What if I cancel while the installer is
copying files? Can the installer back up
to the previous step? What if the “copy
files” activity fails? Whenever you have
a flow chart, look for tests that cause
the software to

■ skip a step

■ return to a previous step

■ take steps out of order

■ exit in the middle of each step

Having a picture of the logical progres-
sion of the software makes it easier to
think about what paths we might want
to take through the software, as well as
what illegal paths we might want to
force.

State diagrams
Another way to diagram the behavior of
the software is with a state diagram.
The bubbles represent states; the arrows
are the events that cause transitions.
Figure 6 depicts a state diagram for a
process that periodically connects to a
remote server to download system up-
dates.

This diagram shows four states. At
any given time, the system is idle,
checking to see if there’s an Internet
connection available, getting updates
from the server, or incorporating the
updates it downloaded. Transitions
prompt the system to move from state
to state. For example, the system moves
from Idle to Check Network either
when enough time has elapsed, or when
the user chooses to check for updates.
The system moves from Check Net-
work to Get Updates if it determines

that an Internet con-
nection is available,
or back to Idle if no
Internet connection
is present.

You may notice
some strong similari-
ties between the flow
chart described earli-
er and the state dia-
gram here. That’s to
be expected. Both the
flow chart and state
diagram describe the
behavior of the sys-
tem. Typically, state
diagrams refer to in-
ternal states that are
invisible to the user,
while flow charts de-
scribe behavior the
user instigates. How-
ever, these are not
hard-and-fast dis-
tinctions. You could
describe the state di-
agram above using
flow chart symbols.

Identifying States
When creating parts
maps, you can see
files or processes run-
ning; creating state
diagrams may require
more guesswork on
your part. States are
more difficult to see.
However, there are
usually clues.

When reviewing the specification,
look for keywords such as “state,”
“mode,” and “transition.” If the docu-
mentation contains a phrase like,
“…when in Edit Mode, you can
change…” you now know that there’s
an Edit Mode. That’s probably a state.
The next question is, how do you get
into that state? What state was it in be-
fore? What states are available after? By
asking these questions as you explore
the system, you build up a state model
fairly quickly.

Also look for functions that are
available only after performing certain
actions. For example, if you can only
change a diagram in a document after
double-clicking it, you’ve identified two
different states: Edit Text and Edit
Graphics.

You can identify distinct states in the
software under test by looking at the be-

havior of the software. My colleague,
Alan Jorgensen, explains that you
should look for situations in which

■ you can do things you couldn’t do be-
fore

■ you can’t do things you could do be-
fore

■ your actions have different results
now than they did before

For example, when the software is start-
ing up, it performs initialization tasks
that it doesn’t perform at any other
time. You would represent that period
of time as an initialization state.

Using a State Diagram Once I have
drawn a state diagram, I have even
more things to test. What if an event
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Check Network

Get Updates

Update System

System
Updated

User
Connects
or Time to
Connect

Internet
Available

Content
Downloaded

No
Network

No
Updates

Configure Settings

Initialize Data

Copy Files

Accept User Input

Check System
Requirements

Start

Exit

System requirements met?
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[No]
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Figure 5: Flow chart for a typical installer

Figure 6: Sample state diagram
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occurs at an unexpected time? What if
the resources (files, etc.) that the state
needs aren’t available? When analyzing
a state model to design tests, I look for
opportunities to do certain things:

■ Apply every controllable event to
every state. For example, I might try to
force an update when the system is al-
ready in the middle of updating. 

■ Force exits from every state and
check that the program behaves sensi-
bly. What happens if I shut down the
software as it’s starting up, or close win-
dows when it’s least expected?

■ Make two machines interact in vari-
ous combinations of states. If two dif-
ferent parts of the system rely on shared
resources, there may be conflicts.

Software Mapping Tips

Start simple You also don’t have to di-
agram the whole system the first time
you sit down to make a map. Choose
one small area to begin with. You can
always expand your map later. If you at-
tempt to map too much at once, you’re
likely to become overwhelmed.

Collaborate A picture created by sev-
eral knowledgeable people is more
likely to be correct than a picture creat-
ed by one. Also, in attempting to rec-
oncile multiple perspectives, you may
find problems even before you begin
using your map to test the actual soft-
ware.

Discover hidden details with operating
system tools Simple PC utilities such
as InCtrl or Process Explorer can help
you find files your software uses. You
can use utilities provided by your oper-
ating system to see a listing of all the
processes running (for example, Task
Manager on Windows 2000 or ps on
Unix). There are numerous utilities
available, many part of your operating
system or free for the downloading,
that will help you see what’s happening
on your computer. Take advantage of
these to help inform your mapping ef-
forts.

The Power of Visualization
How much benefit could you possibly
get from taking the time to describe the
software you’re testing in pictures?
Quite a bit, especially if it’s the first time

anyone has attempted to visualize the
entire system.

Pictures facilitate understanding One
organization struggling with intermit-
tent bugs used a picture of interacting
state models to understand why the
bugs might be occurring. Before draw-
ing a map, everyone on the team was
baffled. After they saw a picture show-
ing two states interacting, it became ob-
vious where the bugs came from. 

In another case, a skeptical partici-
pant in a workshop questioned the val-
ue of these diagrams. She presented a
problem to be diagrammed, thinking
the diagram would be useless in finding
a bug she had in mind. In a few seconds
she told the facilitator, “Never mind.
You can stop drawing. There’s the bug
right there.” The bug that had taken
weeks of effort to isolate and fix was
patently obvious to her on the diagram.
She’d thought it was a subtle bug no
one could have been expected to find.
Seeing the bug so quickly on the dia-
gram convinced her that if the team had
diagrammed the logic flow, they would
have found the bug before they shipped
the software.

Pictures facilitate communication In
another organization, the testers were
having a difficult time communicating
with the developers. The project was
well underway, but the testers couldn’t
figure out how to test the software. One
session with a large pad of flipchart pa-
per and some pens enabled the testers
and developers to share enough infor-
mation that the testers could start their
test design process. In fact, the testers
started their test design process then and
there—and tested the design before they
even had code, much to the delight of
the developers.

Managers understand pictures At one
company, the testers used a deployment
diagram to enable upper management
to see the impossibility of testing all
possible deployment platform combina-
tions. Management quickly revised their
“must-have” list of supported plat-
forms. At another company, the test
managers used a parts map to help the
executives see how changes in the archi-
tecture would affect testing. The execu-
tives stopped asking, “Why will it take
so long to test?” and instead started
asking, “What are the most strategic
changes we can make?”

Go Forth and Draw!
All you need to get started is half an
hour, a sheet of paper, and a writing im-
plement. You don’t need modeling soft-
ware or specialized skills to make this
work. Although design tools such as
Rational Rose or Visio are likely to help
your diagramming efforts, they are not
necessary—especially for a first attempt.
So what are you waiting for? Unless you
already have a map of the software
you’re testing, it’s in your best interest
to create one. And even if you do have a
map of the software, it’s a good idea to
create your own to ensure you really un-
derstand what it is that you’re testing.
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